
































From: Edge, Paul
To:
Cc: Evans, Rebecca (DHSC);
Subject: RE: EET - reasons for delay in reporting
Date: 14 July 2022 16:07:39

Dear 

Thank you, again apologies for the delay.

Many thanks

Paul

From:   
Sent: 14 July 2022 16:06
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>; 

Subject: Re: EET - reasons for delay in reporting

Caution: This email is from an external sender. Please take care before opening any
attachments or following any links. 

Dear Paul

Many thanks. 

I acknowledge receipt of your email.  I will review fully and respond asap and in any case
by Monday, 18 July.  

With thanks and kind regards

On 14 Jul 2022, at 13:32, Edge, Paul <Paul.Edge@gov.im> wrote:

Hi 

Apologies for the delay, the Department can execute your T&C though could
the SoW  be amended please to reflect the following:

Para 1 – the registered address of DHSC is now:   First Floor, Belgravia House,
Circular Road, Douglas, IM1 1AE

Para 2 - Services – in light of the very detailed Terms of Reference, part 2 to be
amended to provide more make detailed reference to the DHSC Terms of
Reference namely Expol undertaking        the       provision of the use of
investigative services to meet the provisions a terms of reference dated the
29th June 2022, in particular the requirements set out in paragraph 9 (A)
through to (G) and to  provide a report on items (A) – (G) referred to in
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paragraph 10 of the Terms of Reference. 

Para 3 – For the work to take up to 3 months or upon the provision of by Expol
of the last deliverable required under the Terms of Reference whichever is the
later

Para 5 – to reflect the agreed charge rate of Rielia

C. In relation to the Riela Cyber Security Centre Limited Standard Services
Agreement, this should be between Riela Cyber Security Limited and Expol,
rather than the Department

Finally in relation to the statement of work I do think that the Department would
need to add a provision that the contents of the final report and any drafts of
such final report and any work undertaken by Expol concerning the preparation
of such final report are the property and in ownership of the Department.
Therefore could the Department obtain confirmation from Expol that you have
no objection to the Department having the intellectual property
rights/ownership of the report and any drafts of such report. – do you see any
objection to this?

Apologies once again for the delay.

Kindest

Paul

From: Edge, Paul 
Sent: 12 July 2022 10:53
To:  
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>; 

Subject: RE: EET - reasons for delay in reporting

Hi 

I was just writing an email so good timing, yes – we are liaising with AGs for a
contract to be drawn up, apologies for the delay.

As soon as the AGs revert I will keep you informed.

Many thanks

Paul

From:   
Sent: 12 July 2022 10:47
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>; 
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Subject: EET - reasons for delay in reporting

Caution: This email is from an external sender.
Please take care before opening any attachments

or following any links. 

Good morning Rebecca and Paul 

Thank you once again for meeting with us on
Wednesday (6 July) and explaining a little more
regarding this matter.  As requested we now provide
a brief summary of our concerns relating to the
timescales outlined in the Terms of Reference, dated
29 June 2022, which should be read in conjunction
with this note.

The conventional investigation led by Expol
Limited:

We are now one calendar month from the current
date of delivery of the investigation report(s).  We
have yet to agree Terms and/or sign a contract.

Your explanation of 6 July clarified that the
investigation does not simply revolve around three
documents - it involves witnesses in three
Government Departments - DHSC, Manx Care and
GTS, and the complexity of the crossovers.  We have
yet to engage with Manx Care and/or GTS. 

There is need to interview the authors and all those
involved in the transmission and communication of
the documents.  There is likely to be a requirement to
interview some of those mentioned in the
documents.  There is a chain of evidence which
cannot be identified at this time but our experience
informs us that each person interviewed can often
open fresh avenues of investigation .  This will only
become apparent once the investigation commences
and thus currently prevents any accurate timescale
estimate.  Investigators must be allowed to follow
and document the evidence as it becomes apparent.

It cannot be predicted how long each interview will
take - some interviewees will wish to have a Union
Representative or friend present.  These
arrangements can be lengthy and prolonged simply to
agree convenient times.  Statements often go to
several drafts before agreeing a final version and
signing. Delays will also soon be encountered as we
move into summer holiday season for many.
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The request is for an independent investigation,
which will be of enormous interest to, not only those
who it directly effects, but to the wider public. It will
be open to scrutiny at every level and impartiality,
forensic attention to detail and thoroughness must set
the strategic tone throughout.  Professionalism,
experience and integrity will be expected and
delivered.  It is acknowledged that I, 

, may be called to give evidence at the
EET. This is accepted without hesitation provided
that the enquiry follows the evidence trail without
compromise, fear or favour. 

The investigation will involve the collation of
forensic and witness evidence. There will be a
requirement for the report from the digital
investigation (led by Riela Cyber) to be provided to
me several days in advance of me completing the
Expol report so that it can be adopted into the final
version.  This puts the digital investigators under
more pressure to deliver their results.  

In our professional experience it is better for all
parties to set a realistic term. It is possible that the
enquiry may be completed swiftly but that will not be
known until such time as the investigators commence
their work but it is difficult to say, at this stage,
where the evidence will lead.

We are content to meet for weekly update/finance
briefings so as to give you comfort of direction and
progress.

This matter will be carried out diligently and as
expeditiously as possible but, in order to ensure its
total impartiality, will not be rushed or influenced by
outside pressures.  I would therefore politely request
a period of 3 months from the date of signing the
contract for the delivery of the final report. 

The digital investigation led by Riela
Cyber Security Centre Limited:

The main reason that justifies the time span of any
digital forensics’ investigation is the meticulousness
of its action plan (we can’t skip steps). The goal of
the process is to preserve any evidence in its most
original form while performing a structured
investigation by collecting, identifying, and
validating the digital information to reconstruct past
events.
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One of the concepts that is most essential in digital
forensics is the Chain of Custody. It refers to the
logical sequence that records the sequence of
custody, control, transfer, analysis and disposition of
physical or electronic evidence in legal cases. Each
step in the chain is essential as if broke, the evidence
may be rendered inadmissible. Thus, we can say that
preserving the chain of custody is about following the
correct and consistent procedure and hence ensuring
the quality of evidence.
 
In order to preserve digital evidence, the chain of
custody should span from the first step of data
collection to examination, analysis, reporting, and the
time of presentation to the Courts. This is very
important to avoid the possibility of any suggestion
that the evidence has been compromised in any way.
 

<image001.png>
 
Below is a brief description of each stage of the chain
of custody :
 
1.            Data Collection: This is where the chain of
custody process is initiated. It involves identification,
labeling, recording, and the acquisition of data from
all the possible relevant sources that preserve the
integrity of the data and evidence collected.
2.            Examination: During this process, the
chain of custody information is documented outlining
the forensic process undertaken.
3.            Analysis: This stage is the result of the
examination stage. In the Analysis stage, legally
justifiable methods and techniques are used to derive
useful information to address questions posed in the
particular case.
4.            Reporting: This is the documentation phase
of the Examination and Analysis stage. Reporting
includes the following:
                o             Statement regarding Chain of
Custody.
                o             Explanation of the various tools
used.
                o             A description of the analysis of
various data sources.
                o             Issues identified.
                o             Recommendation for additional
forensics measures that can be taken.
 
Rebecca and Paul, I trust that this information assists
you in your communication with the CEO, and
ultimately the Attorney Generals Chambers, in order
to obtain an adjournment to the EET.  
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WARNING: This email message and any files transmitted with it are
confidential and may be subject to legal privilege. You must not copy or
deliver it to any other person or use the contents in any unauthorised manner
without the express permission of the sender. If you are not the intended
addressee of this e-mail, please delete it and notify the sender as soon as
possible.

No employee or agent is authorised to conclude any binding agreement on
behalf of any of the Departments or Statutory Boards of the Isle of Man
Government with any party by e-mail without express written confirmation by
a Manager of the relevant Department or Statutory Board.

RAAUE: S’preevaadjagh yn çhaghteraght post-l shoh chammah’s coadanyn
erbee currit marish as ta shoh coadit ec y leigh. Cha nhegin diu coipal ny cur
eh da peiagh erbee elley ny ymmydey yn chooid t’ayn er aght erbee dyn kied
leayr veih’n choyrtagh. Mannagh nee shiu yn enmyssagh kiarit jeh’n phost-l
shoh, doll-shiu magh eh, my sailliu, as cur-shiu fys da’n choyrtagh cha leah
as oddys shiu.

Cha nel kied currit da failleydagh ny jantagh erbee conaant y yannoo rish
peiagh ny possan erbee lesh post-l er son Rheynn ny Boayrd Slattyssagh
erbee jeh Reiltys Ellan Vannin dyn co-niartaghey scruit leayr veih Reireyder y
Rheynn ny Boayrd Slattyssagh t’eh bentyn rish.
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Isle of Man. Giving you freedom to flourish

WARNING  This email message and any files transmitted with it are confidential and may be subject to legal privilege. You must not copy or deliver it to any other person or use the contents in any unauthorised
manner without the express permission of the sender. If you are not the intended addressee of this e-mail, please delete it and notify the sender as soon as possible.

No employee or agent is authorised to conclude any binding agreement on behalf of any of the Departments or Statutory Boards of the Isle of Man Government w th any party by e-mail without express written
confirmation by a Manager of the relevant Department or Statutory Board.

RAAUE  S’preevaadjagh yn çhaghteraght post-l shoh chammah’s coadanyn erbee currit marish as ta shoh coadit ec y leigh. Cha nhegin diu coipal ny cur eh da peiagh erbee elley ny ymmydey yn chooid t’ayn
er aght erbee dyn kied leayr veih’n choyrtagh. Mannagh nee shiu yn enmyssagh kiarit jeh’n phost-l shoh, doll-shiu magh eh, my sailliu, as cur-shiu fys da’n choyrtagh cha leah as oddys shiu.

Cha nel kied currit da failleydagh ny jantagh erbee conaant y yannoo rish peiagh ny possan erbee lesh post-l er son Rheynn ny Boayrd Slattyssagh erbee jeh Reiltys Ellan Vannin dyn co-niartaghey scruit leayr
veih Reireyder y Rheynn ny Boayrd Slattyssagh t’eh bentyn rish.
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From:
To: Edge  Paul
Cc: Evans  Rebecca (DHSC)
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022
Date: 18 July 2022 13:59:55

Caution: This email is from an external sender. Please take care before opening any attachments or following any links. 

Thank you Paul

On 18 Jul 2022, at 13:58, Edge, Paul <Paul.Edge@gov.im> wrote:

Apologies of course, no problem

From:   
Sent: 18 July 2022 13:55
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care before opening any attachments or following any links. 

yes, of course - I will bring  too if I may? 

On 18 Jul 2022, at 13:53, Edge, Paul <Paul.Edge@gov.im> wrote:

No problem, of course that sounds ideal, I would like to invite the 2 Manx Care designated Officers too (mine and
Rebecca’s equivalents, though all payment etc. is Rebecca only) if that is ok, this is just to ensure we are all on the
same page if that makes sense?

From:   
Sent: 18 July 2022 13:51
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care before opening any attachments or following
any links. 

Thank you Paul 

Perhaps at that time we can meet again and discuss our starting plan?

On 18 Jul 2022, at 13:50, Edge, Paul <Paul.Edge@gov.im> wrote:

Thanks 

No nothing else at this time please, once received I will present to DHSC CEO for signature which will
execute the contract, once signed I will provide copy. Once all agreed and commencemet begins,
Rebecca copied will be the DHSC Finance poc for payment etc.

Many thanks

Paul

From:   
Sent: 18 July 2022 13:48
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care before opening any attachments
or following any links. 

Thank you Paul. 

I will amend the SOW and send to you. 

I have mailed  for his Terms so that we can sign - once done I will send to you also.

Do you need anything else at the time please? 
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RAAUE: S’preevaadjagh yn çhaghteraght post-l shoh chammah’s coadanyn erbee currit marish as ta shoh coadit
ec y leigh. Cha nhegin diu coipal ny cur eh da peiagh erbee elley ny ymmydey yn chooid t’ayn er aght erbee dyn
kied leayr veih’n choyrtagh. Mannagh nee shiu yn enmyssagh kiarit jeh’n phost-l shoh, doll-shiu magh eh, my
sailliu, as cur-shiu fys da’n choyrtagh cha leah as oddys shiu.

Cha nel kied currit da failleydagh ny jantagh erbee conaant y yannoo rish peiagh ny possan erbee lesh post-l er
son Rheynn ny Boayrd Slattyssagh erbee jeh Reiltys Ellan Vannin dyn co-niartaghey scruit leayr veih Reireyder y
Rheynn ny Boayrd Slattyssagh t’eh bentyn rish.
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From: Edge, Paul
To:
Cc: Evans, Rebecca (DHSC)
Subject: RE: DHSC enquiry - Statement of Work as at 18 July 2022
Date: 18 July 2022 14:48:02

Hi 

Thank you I will submit for signature and revert asap.

Many thanks

Paul

From:   
Sent: 18 July 2022 14:35
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care before opening any
attachments or following any links. 

Paul

Please see attached SOW renamed as ‘Final’

Thank you
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From:
To: Evans, Rebecca (DHSC)
Cc: Edge, Paul
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022
Date: 19 July 2022 11:59:59

Caution: This email is from an external sender. Please take care before opening any
attachments or following any links. 

Thanks Rebecca

On 19 Jul 2022, at 11:59, Evans, Rebecca (DHSC)
<Rebecca.Evans2@gov.im> wrote:

Thanks , I’ll book a room here and look forward to seeing you both tomorrow at
11am.

Rebecca

From:   
Sent: 19 July 2022 11:44
To: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Cc: Edge, Paul <Paul.Edge@gov.im>; 
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care before
opening any attachments or following any links. 

Hi Rebecca 

Thank you - and myself will pop over at 11am tomorrow if thats ok? 

Kind regards

On 19 Jul 2022, at 10:59, Evans, Rebecca (DHSC)
 wrote:

Hi  yes that’s fine. Are you free this week to come to Belgravia
House?

Paul and I can do any time after 11am tomorrow and Thursday if that
suits? Or Friday between 11am and 2pm.

Thanks
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Rebecca

From:   
Sent: 19 July 2022 10:38
To: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Cc: Edge, Paul <Paul.Edge@gov.im>; 
Subject: Re: DHSC enquiry - Statement of Work as at 18 July 2022

Caution: This email is from an external sender. Please take care
before opening any attachments or following any links. 

Good morning Rebecca 

Many thanks indeed. 

Perhaps we could meet you initially and separately so as to
discuss reporting in, briefing, finance etc…please?

With thanks and kind regards

On 19 Jul 2022, at 09:03, Evans, Rebecca (DHSC)
<Rebecca.Evans2@gov.im> wrote:

Good morning 

Attached is a signed copy of the SOW for your records.

Would you like to meet Paul and I separately to your
meeting with the Manx Care delegated officers (Elaine
Quine and Justine Gale) or are you happy to meet us all
together?

Many thanks

Rebecca

From:   
Sent: 18 July 2022 15:31
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC) <Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of Work as at 18
July 2022

Caution: This email is from an external sender.
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Please take care before opening any attachments
or following any links. 

Thanks Paul

On 18 Jul 2022, at 15:12, Edge, Paul
<Paul.Edge@gov.im> wrote:

Thanks – Rebecca has just submitted
for signa e, will revert asap – thanks
again Paul

From: 
 

Sent: 18 July 2022 14:32
To: Edge, Paul <Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC)
<Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry - Statement of
Work as at 18 July 2022

Caution: This email is from an external
sender. Please take care before

opening any attachments or following
any links. 

Thank you Paul - then as long as you are
content with its entirety then I shall re-
label it as the ‘final version’ and re send
to you now. 

As soon as I sign up with Riela then I
will let you know.

On 18 Jul 2022, at 14:30,
Edge, Paul
<Paul.Edge@gov.im>
wrote:

Hi 

It does thank you

Paul
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From: 
 

Sent: 18 July 2022 14:28
To: Edge, Paul
<Paul.Edge@gov.im>
Cc: Evans, Rebecca (DHSC)
<Rebecca.Evans2@gov.im>
Subject: Re: DHSC enquiry -
Statement of Work as at 18
July 2022

Caution: This email is from
an external sender. Please
take care before opening

any attachments or
following any links. 

Paul 

Have a look at the amended
Paragraph 5 please - does
that meet with your
approval?

Thanks, 

Isle of Man. Giving you
freedom to flourish

WARNING: This email message and any
files transmitted with it are confidential
and may be subject to legal privilege.
You must not copy or deliver it to any
other person or use the contents in any
unauthorised manner without the express
permission of the sender. If you are not
the intended addressee of this e-mail,
please delete it and notify the sender as
soon as possible.

No employee or agent is authorised to
conclude any binding agreement on
behalf of any of the Departments or
Statutory Boards of the Isle of Man
Government with any party by e-mail
without express written confirmation by a
Manager of the relevant Department or
Statutory Board.

RAAUE: S’preevaadjagh yn çhaghteraght
post-l shoh chammah’s coadanyn erbee
currit marish as ta shoh coadit ec y leigh.
Cha nhegin diu coipal ny cur eh da
peiagh erbee elley ny ymmydey yn
chooid t’ayn er aght erbee dyn kied leayr
veih’n choyrtagh. Mannagh nee shiu yn
enmyssagh kiarit jeh’n phost-l shoh, doll-
shiu magh eh, my sailliu, as cur-shiu fys
da’n choyrtagh cha leah as oddys shiu.

Cha nel kied currit da failleydagh ny
jantagh erbee conaant y yannoo rish
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peiagh ny possan erbee lesh post-l er
son Rheynn ny Boayrd Slattyssagh erbee
jeh Reiltys Ellan Vannin dyn co-
niartaghey scruit leayr veih Reireyder y
Rheynn ny Boayrd Slattyssagh t’eh
bentyn rish.
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